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INTRODUCTION

AMI's Product Security Incident Response Team (PSIRT) responded to a notification of a security issue
affecting Aptio V. After a detailed investigation, AMI determined that Aptio V is impacted by the

vulnerability. The vulnerability was found by Binarly efiXplorer Team and brought to AMI's attention via a
coordinated vulnerability disclosure.

SECURITY VULNERABILITIES AND REMEDIATION INFORMATION

Vulnerability CVSS Vector CVSS CWE Reporter Fix Version
Score
CVE-2023-39538  CVSS:3.1/AV:L/AC:H/PR:H/UIL:N/S:C/C:H/I:H/A:H 7.5 CWE-20 Binarly Aptio V
CWE-434 efiXplorer
Team
CVE-2023-39539  CVSS:3.1/AV:L/AC:H/PR:H/UIL:N/S:C/C:H/I:H/A:H 7.5 CWE-20 Binarly Aptio V
CWE-434 efiXplorer
Team
Change History
09-25-2023 0.01 Notified customers under NDA
12-06-2023 1.00 First Publication of Document

For additional information AMI Security Center or email mediasecurityinqueries@ami.com
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