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COMPONENT TRANSPARENCY: ESTABLISHING
VARE BILL OF MATERIALS (SBOM) - CISA

SPDX-CycloneDX Mapping

This table maps baseline attributes across SPDX and CycloneDX. In addition to the
baseline attributes, Authors should conform to the specifications of their chosen SBOM
format.

Table 1: Mapping baseline component information to existing formats

Attribute

ISO/IEC 3962:2021
(SPDX v2.3)ISONEC
5962:2021

ISO/EC 5962:2021
(SPDX v3.0)

CycloneDX v1.2-1.6

Author Mame

(6.8) Creator:

Core.Creationlnfo.createdBy

bom.metadata.authors

Timestamp (6.9) Created: Core Creationinfo. created bom.metadata timestamp

Type (6.10) CreatorComment: Software. Sbom sbomType bom.metadata_properties|]

Primary (11.1) Relationship: Software Sbom rootElement bom.metadata_.component[]

Component DESCRIBES CONTAINS

Enmponent (7.1) PackageMame: Software. Package name bom.components[].name
ame

Version String

(7.3) PackageVersion:

Software Package.

bom.components[].version

Supplier (7.5) PackageSupplier: Software Package. bom.metadata.supplier
Mame bom.compeonents[].supplier
Cryptographic | (7.10) PackageChecksum: Software Package. bom.components[].hashes[]
Hash (7.9)
PackageVerificationCode:
Unique (6.5)3PDX Document (6.5)3PDX Document bom.components[].cpe
Identifier Mamespace Mamespace bom.components[].purl
(7.2) SPDXID: (7.2) SPDXID: bom.components[].swid

bom.components[].omniborld
bom.components[].swhid

Relationships

(11.1) Relationship:
DESCRIBES CONTAINS

(11.1) Relationship:
DESCRIBES CONTAINS

bom.dependencies]]

License (7.15) (7.15) bom.components[].licenses(]
PackagelicenseDeclared: PackagelicenseDeclared:
(7.13) (7.13)
PackagelicenseConcluded: PackagelicenseConcluded:
(7.14) LicenselnfoFromFiles: | (7.14) LicenselnfoFromFiles:
Copyright (7.17) PackageCopyrightText: | (7.17) PackageCopyrightText. | bom.components[].copyright
Holder

CISA document:

https://www.cisa.gov/resources-tools/resources/framing-software-component-transparency-2024
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